Data Governance, Retention, Privacy,
Deletion, Residency, Audit, and
Regulatory Compliance for Multi-Project
Agent Platforms

Executive Summary

The rapid adoption of autonomous, multi-project agent platforms necessitates a fundamental
paradigm shift in data governance. As platforms transition from static data repositories to
active processing engines capable of autonomous routing, memory synthesis, and tool
invocation, the surface area for privacy, compliance, and regulatory risk expands exponentially.
This exhaustive technical and policy report defines a comprehensive, implementation-focused
architecture for governing data throughout its lifecycle within a multi-project agent platform.
The architecture prioritizes European Union (EU) compliance, rigorous data minimization,
provider independence, and verifiable deletion without transforming the platform into an
unmaintainable compliance bureaucracy. By embedding governance directly into the control
plane and execution plane via deterministic policy-as-code, the platform ensures that project
isolation, residency-aware routing, and retention schedules are enforced programmatically
rather than relying on manual, post-hoc documentation.

Recommended Direction

The platform must adopt a strict "privacy-by-design” and "governance-by-default"
architecture. Data governance cannot rely on static documentation or periodic manual audits;
it must be enforced systematically at the routing, storage, and memory-admission layers. The
recommended direction mandates a multidimensional data classification model, strict
provider-eligibility matrices evaluated at runtime, and cryptographic erasure capabilities for
immutable storage. Default processing must adhere to transient prompt retention, isolated
project memory namespaces, and local or EU-regional processing for restricted data classes.
The overarching philosophy is that the platform must remain mathematically and
cryptographically accountable for all data flows, ensuring that personal data is never
inadvertently absorbed into permanent models or unauthorized global memory pools.

Scope and Regulatory Context

The current regulatory environment, assessed as of July 27, 2026, imposes stringent mandates
on autonomous data processing. The General Data Protection Regulation (GDPR) establishes
the foundational requirements for data minimization, purpose limitation, and the right to
erasure.! Of immediate operational consequence is the EU Al Act; with the current date being



late July 2026, the August 2, 2026 deadline for full compliance regarding high-risk Al systems
(Annex lll) is imminent.? Platforms acting as deployers or providers of high-risk systems must
enforce human oversight, maintain robust data governance, and ensure transparency.’
Furthermore, European Data Protection Board (EDPB) Opinion 28/2024 emphasizes that Al
models absorbing personal data may themselves be subject to deletion if trained unlawfully,
raising the standard for anonymization and legitimate interest balancing tests.’ The EDPB has
clarified that if models retain personal data within their parameters, standard anonymization
claims fail unless re-identification risk is proven negligible.® Global frameworks, including the
Data Act, ePrivacy regulations, the Digital Services Act (DSA), and the Network and Information
Security (NIS2) Directive, further necessitate a highly configurable compliance architecture.
When comparing non-EU regimes, such as the California Consumer Privacy Act (CCPA) or the
UK GDPR, structural similarities exist regarding data-subject rights, but the EU framework
remains the most rigorous baseline for global platforms.® Implementing an EU-first compliance
posture ensures downstream compatibility with virtually all global privacy regimes.

Legal-Role Model

The legal responsibilities of the platform fluctuate based on its precise role within specific
operational workflows. Accurate role determination dictates contractual obligations, liability,
and incident response requirements.

Processing Scenario Platform Role Rationale & Legal
Implication

Client-directed Data Processor The platform processes

project-alpha data solely on documented

instructions from the client
(Controller). The platform
must enforce
project-specific provider
allowlists and assist with
data-subject rights.’

Internal platform Data Controller The platform determines

telemetry & security the purpose and means of
processing. It must
establish a lawful basis,
conduct DPIAs, and directly
notify regulators of
breaches.



Model provider
integration

Public-web research
workflows

Subprocessor (or Data
Importer)

Independent Controller

Governance Operating Model

When passing client data to
an external model provider,
the external provider is a
subprocessor. The platform
must manage subprocessor
drift and verify Data
Processing Agreements
(DPAs).

Scraping public data
involves determining
processing means. EDPB
guidance mandates strict
legitimate interest
balancing tests for
web-scraped data.®

Accountability within a multi-project agent platform requires a definitive separation of duties,
ensuring that operational expediency does not override privacy mandates.

Governance Role

Organisation Owner

Platform Operator

Project Owner

Privacy Owner

Primary Responsibility

Bears ultimate legal
accountability and financial
liability.

Manages the control plane,
configures global provider
rules, and executes deletion
pipelines.

Defines data classification,
purpose, and retention
profiles for individual
projects.

Oversees DPIAs,
transfer-impact

Separation of Duties
Constraint

Cannot act as the Privacy
Owner.

Implements, but does not
approve, compliance
exceptions.

Cannot authorize
cross-project data
promotion.

Maintains veto power over
high-risk deployments.



Data Steward

assessments, and
data-subject request
workflows.

Validates memory
admission and curates
organizational knowledge
bases.

Independent from the
Platform Operator in large

environments.

In smaller organizations, the Platform Operator and Data Steward roles may merge, but the
Privacy Owner function must remain distinct to preserve unbiased risk escalation.

Data Inventory and Lineage

A machine-readable data inventory is a strict prerequisite for autonomous governance. Relying
entirely on manually maintained spreadsheets ensures immediate obsolescence. The inventory
must dynamically generate from real-time platform configuration, tracking data category,
source, project, lawful basis, classification, residency, and retention period.

Lineage tracing must cryptographically or logically link source data to its terminal state. When a
source document is ingested, the lineage service tracks its extraction into a prompt, its
transmission to a model provider, the resultant model response, the downstream task result,
and its eventual admission into the memory service as an embedding.? The platform must be
capable of answering precisely which systems processed a specific customer-record, which
backups contain it, and whether it has been purged across all caches and vector indexes.’” This
requires injecting unique, traceable correlation IDs into every processing envelope.

Classification Architecture

Classification dictates the routing, retention, and encryption of all data within the platform. The
architecture mandates a robust, hierarchical classification model applied to every data asset.

Class Level

Class O — Public

Class 1 — Internal

Description & Examples

Intentionally public
information (e.g.,
open-source repositories).

Operational data with minor
impact (e.g., standard
project documentation).

Governance Controls

Routed to any approved
provider; minimal retention
restrictions.

Standard encryption;
provider must lack broad
training rights.



Class 2 — Confidential Proprietary code, supplier Requires enterprise-tier

contracts, commercial model providers with
research. zero-training retention
clauses; strictly scoped
access.
Class 3 — Restricted Credentials, sensitive Restricted to local
personal data, production execution planes or highly
data, financial records. vetted, regionally isolated

providers; cryptographic
erasure required.

Class 4 — Prohibited Special-category health Automatically blocked by
data, biometric identifiers, the execution plane without
criminal-offence data. explicit, highly specialized

architectural exemptions
and DPIA approval.

Personal and Sensitive Data

Personal data encompasses a broad taxonomy: basic identifiers, contact information,
behavioral data, online identifiers, and inferred personal characteristics. Special-category data
(e.g., health information, biometric data, criminal records) inherently triggers Class 3 or Class 4
restrictions by default.

When personal data appears unexpectedly—such as within source repositories, raw logs, or
web research—automated detection mechanisms must immediately quarantine the record,
elevate its classification, and purge it from transient caches. The general platform must prohibit
the processing of special-category data unless confined to dedicated, sandboxed projects
requiring local or specifically approved providers, explicit legal review, and strictly ephemeral
prompt retention.

Purpose Limitation and Lawful Basis

Every data-processing activity, from invoking a tool provider to writing to a persistent data
store, must be logically bound to a declared purpose. Relying on "“legitimate interests" requires
a documented balancing test demonstrating necessity, proportionality, and mitigating
safeguards, particularly aligning with the EDPB's strict guidance on web scraping and Al
development.®

Architectural controls must deterministically prevent purpose drift. Data collected to execute
task-042 cannot be silently repurposed to train an internal routing model, conduct unrelated
cross-project recommendations, or perform employee monitoring without a distinct,



documented legal basis. Purpose metadata must be appended to the data asset, moving with
it through the execution plane.

Data Minimisation

Agentic workflows natively tend toward over-collection, often assembling excessively large
contexts to maximize model accuracy. Architectural guardrails must enforce strict collection
limitations:
e Prompt Content: Agents must request specific file fragments or semantic chunks rather
than ingesting entire directories or repositories.
e Redaction: Identifiers must be mathematically or logically masked before transiting to
external model providers.
e Telemetry: The platform must record execution hashes, categorical states, and timings
rather than full prompt payloads or request bodies.
e Backup Copies: Differential backups and short retention windows minimize the
proliferation of duplicated personal data across cold storage tiers.

Provider Eligibility

Provider eligibility cannot be assumed based solely on technical capability; it must be
continuously evaluated against a dynamic, machine-readable matrix. A model or tool provider
is eligible only if its data-handling profile strictly aligns with the data's classification and
residency constraints.

Provider profiles must declare their legal entity, physical processing regions, complete
subprocessor chains, data-retention settings, training-use policies, and breach-notification
terms. The routing layer enforces deterministic rules: for example, Class 2 (Confidential) data
may only utilize providers with contractual no-training terms, while Class 3 (Restricted)
personal data may only utilize explicitly authorized regional processing endpoints. Secrets must
never be transmitted to model providers under any circumstances.

Provider Drift and Subprocessors

Providers routinely alter terms of service, modify retention policies, or introduce new
subprocessors. The platform's control plane must ingest automated contract-version tracking
and monitor provider policy drift. Upon detecting an unauthorized change (e.g., a provider
adds a non-EU subprocessor or alters its training data policy), the control plane must
automatically suspend the provider's eligibility for Class 2 and Class 3 data. Pending workflows
are immediately rerouted to secondary approved providers, triggering an impact analysis and
requiring explicit reapproval from the Privacy Owner before the original provider is reinstated.

Residency and International Transfers

Residency encompasses the physical location of data storage, data processing, support
access, metadata, and backup locations. Importantly, an "EU region" storage bucket does not
guarantee full EU residency if the control plane, billing telemetry, or tier-3 support access



operates from the United States.

For unavoidable international data transfers, the platform must execute and maintain reusable
Transfer-Impact Assessments (TIAs). These assessments evaluate the destination's legal
regime, access risks, and required supplementary measures.® Given the EDPB's stringent
stance on transfers, the platform must enforce supplementary measures such as envelope
encryption, where the decryption keys remain exclusively within EU jurisdiction, mathematically
preventing foreign governmental access to the ciphertext.

Residency-Aware Routing

The execution plane must utilize a highly deterministic, residency-aware router. When
evaluating a task run, the router assesses task capability requirements, data classification,
residency requirements, and provider eligibility matrices simultaneously. If project-beta
dictates strict EU-only processing and the optimal regional model provider experiences an
outage, the router must "fail closed" or fall back to an approved local model. It must never
silently route restricted EU data to an ineligible cross-border failover endpoint to maintain
uptime, as this constitutes an immediate, reportable regulatory breach.

Prompt and Response Governance

Prompts are ephemeral operational vehicles; they must not serve as permanent system
records.

e Prompt Retention: Routine operations default to transient retention, purging the raw
prompt payload from the active database immediately upon task completion.
Security-sensitive tasks or highly confidential actions may retain an audit-only
cryptographic digest to prove the action occurred without storing the sensitive payload.

e Response Governance: Model outputs frequently contain hallucinated inferences or
inadvertently reconstructed sensitive data. Responses must undergo classification
validation and automated redaction before being authorized for task-bound retention or
admission into persistent project memory. A model response must never automatically
become permanent organizational knowledge.

Provider-Side Retention and Training Use

The platform must technically enforce zero-data-retention options via APl headers (e.g.,
modifying request parameters to disable provider-side logging) whenever available. No project
data may be utilized for provider fine-tuning, broad product improvement, or internal
evaluations without an explicit, documented opt-in policy authorized by the Project Owner. The
platform's audit service must record the effective provider policy active at the precise
millisecond of every invocation, ensuring defensible evidence of compliance.

Telemetry and Observability Minimisation

Logs, distributed traces, and application metrics are notorious vectors for accidental data
leakage. The observability architecture must rely entirely on structured logging. Free-text log



messages are strictly prohibited for recording application state. Metrics must capture counts,
latencies, error codes, and pseudonymous identifiers; they must strictly exclude request
bodies, full prompts, browser cookies, source-code fragments, and access tokens. Source-side
redaction must utilize entropy detection and known-secret fingerprints to block sensitive
payloads before transmission to the central logging pipeline.

Project Memory Governance

Agentic platforms generate persistent memory to maintain operational context across
workflows. This memory must be rigidly segmented into isolated namespaces, ranging from
transient task context and task journals to semantic project knowledge and archived memory.
Memory admission requires an automated gateway evaluating relevance, provenance,
classification, and staleness. Crucially, agent-generated conclusions must not be stored as
definitive facts without provenance metadata and confidence scoring. Shared organizational
memory must not become a route for cross-project leakage; promoting data from an isolated
project namespace into shared memory requires a controlled review process assessing
confidentiality, personal-data status, and owner approval.

Embeddings and Derived Data

Vector embeddings derived from personal data retain the legal status of personal data, as they
mathematically encode semantic meaning capable of facilitating re-identification, model
inversion, or inference.'® Consequently, the deletion of a source document necessitates the
precise, surgical deletion of its associated high-dimensional vectors.’ The memory service
must maintain exact source-to-vector lineage via correlation IDs. When an erasure request is
executed, the platform must query the vector store to delete specific vector IDs without
requiring a computationally prohibitive, brute-force namespace wipe and rebuild.’
Furthermore, model-generated summaries influenced by deleted data must be identified,
marked stale, and regenerated to prevent semantic contamination.

Retention Architecture

Data retention is enforced mechanically via policy-as-code, utilizing a retention scheduler that
continuously evaluates the data store against predefined limits linked to data classes and
processing purposes. Retention triggers must be precisely defined:
e Task Metadata: Purged 90 days post-completion.
e Workflow History: Retained for the duration of the active project.
e Project Memory: Bound to the project lifecycle; archived upon closure.
e Audit Records: Retained for 1-3 years depending on the regulatory limitation period,
strictly minimizing personal payload content.
Once a record surpasses its configured retention trigger, the deletion orchestrator
automatically queues the record for cryptographic erasure or hard deletion, eliminating
reliance on human intervention.



Legal Holds

In the event of active litigation, contractual disputes, or regulatory investigations, the Privacy
Owner instantiates a Legal Hold object. This object systematically overrides automated
retention schedules and deletion workflows for specifically scoped projects, data classes, or
individual data subjects. Holds require mandatory periodic review and automatically release
upon predefined conditions or expiration dates unless explicitly renewed, preventing the
indefinite, non-compliant hoarding of data.

Deletion and Tombstoning

Deletion operates as a distributed, asynchronous state machine rather than a monolithic
database command. The deletion orchestrator must:

1. Validate the legal basis of the request.

2. Discover all linked data across primary systems, caches, and indexes via the lineage
service.
Check for conflicting legal holds.
Freeze new processing on the targeted data.
Execute hard deletion on active records and vector indexes.
Issue API deletion commands to external provider systems.
Write a tombstone record.
The tombstone contains only operational metadata (e.g., deletion time, verification
status, request reference) to prove compliance, strictly excluding the deleted personal
content to prevent the tombstone itself from becoming a privacy violation. Soft deletion
alone is insufficient and cannot be represented as full regulatory erasure.

Backup and Restore-Time Deletion

No gk ow

Immutable backups introduce significant complexity to the right to erasure. Following guidance
from the French CNIL and the UK ICQO, platforms are not universally required to instantly rewrite
offline, immutable backups, provided the data is put "beyond use" and the organization
communicates the backup expiry timeline transparently to the data subject.’

However, the platform must implement a restore-time suppression ledger. If a backup is ever
restored to production, the suppression ledger intercepts the restoration stream, ensuring
previously deleted records are immediately purged before re-entering the active
environment.' Alternatively, leveraging cryptographic erasure provides an instantaneous
mechanism: by destroying the specific encryption key associated with the deleted data, all
encrypted backup archives containing that data become permanently and mathematically
inaccessible.”™

Data-Subject Rights

The Data-Subject Access Request (DSAR) workflow must be highly automated and centralized.
Upon receiving an access or portability request, the platform uses pseudonymous identifiers to



query project databases, task records, memory namespaces, and external providers.? It
orchestrates automated data collection, applies necessary redactions to protect third-party
trade secrets, and outputs a structured, machine-readable export. The identity verification
process must be proportionate, strictly avoiding the collection of excessive new identity data
to verify a request.

Automated Decisions and Profiling

Agents executing workflows that produce legal or similarly significant effects—such as
employee performance analytics, recruitment screening, or credit eligibility—trigger stringent
protections under GDPR Article 22 and the Al Act.® Such workflows mandate explicit
transparency, the right to contest the automated decision, and mandatory human review.
Human reviewers must record their decision, reviewer identity, evidence reviewed, and any
deviation from the automated recommendation. The system must prevent agents from
generating inaccurate inferred personal profiles and storing them as uncontested factual
memory.

Privacy Impact Assessments

Data Protection Impact Assessments (DPIAs) are triggered automatically when a project is
configured to process sensitive data on a large scale, execute systematic monitoring, combine
disparate datasets, or utilize innovative automated decision-making.” The DPIA schema
evaluates processing necessity, proportionality, data flows, and residual risks to data subjects.
If residual risks remain high despite mitigations, processing must be blocked pending
consultation with the relevant supervisory authority.

Access Control and Project Isolation

Strict cryptographic and logical isolation governs multi-project environments. Purpose-bound
access controls ensure that a principal (human or agent) authorized to access project-alpha for
security investigation cannot access the same data for unrelated analytics or model evaluation.
Shared caches, object-store prefixes, and embedding indexes must utilize strict tenant and
project IDs, preventing cross-project contamination, shared-log leakage, and unauthorized
memory retrieval.

Encryption and Key Governance

The architecture relies on a Zero-Knowledge encryption model and robust, hardware-backed
key management.?'

e Data at Rest: Encrypted using envelope encryption with per-project or per-record keys,
ensuring cryptographically isolated blast radii.'

e Cryptographic Erasure: Deleting the key fragments instantly renders the payload,
including all downstream backup copies, cryptographically inaccessible, satisfying rapid
erasure requirements without requiring physical media access."® Secrets, credentials, and
authentication data bypass model contexts entirely. They are managed exclusively by



dedicated credential brokers and injected only at the final point of execution, never
persisting in logs or memory.

Browser, Web-Research, Test, and Synthetic Data

Agents performing web research utilize short-lived, ephemeral browser profiles to prevent
persistent tracking, cookie accumulation, and session hijacking. Public availability of web data
does not negate privacy obligations; scraping requires adherence to robots.txt and a
documented legitimate interest assessment.® Development, testing, and evaluation
environments must operate exclusively on synthetic, heavily anonymized, or pseudonymized
data. Production personal data is strictly prohibited in lower environments, eliminating the risk
of accidental exposure during development cycles.

Audit Architecture

Audit logs provide verifiable chains of custody without becoming shadow repositories of
sensitive content. Logs must capture cryptographic digests, access identifiers, policy decisions,
and status codes. High-sensitivity audit access is itself heavily audited. The platform should
leverage immutable transparency logs utilizing hash chaining or Merkle trees, ensuring that
past governance decisions, policy versions, and deletion proofs cannot be silently altered or
repudiated.

Compliance Evidence and Processing Records

The platform dynamically generates the Record of Processing Activities (RoPA) by aggregating
active project profiles, configured data classes, purpose records, and current provider eligibility
matrices.” This ensures the RoPA accurately reflects real-time processing realities rather than
decaying into an obsolete administrative artifact. Compliance evidence packages—containing
DPIAs, transfer assessments, and deletion verification proofs—are automatically compiled to
satisfy regulatory inquiries efficiently.

Incident Assessment and Disclosure

An automated incident assessment workflow scores potential breaches based on
confidentiality, integrity, and availability impacts against data-subject vulnerability and
encryption status. If restricted personal data is erroneously routed to an ineligible region or an
unauthorized provider experiences a breach, the platform compiles an incident-disclosure
packet. Notification timelines are governed dynamically based on the specific jurisdiction and
legal role (controller vs. processor), avoiding rigid, globally inaccurate hard-coded deadlines.
Incident evidence is subject to specialized legal holds and strict access controls.

Project Onboarding, Archival, and Deletion

Projects undergo rigorous lifecycle management:
e Onboarding: Requires the assignment of a Project Owner, a defined purpose,
classification profiling, and explicit memory and logging policy configuration.



e Archival: Freezes memory writes, revokes active credentials, disables workflows, and
moves data to cold storage, preserving legally required auditability while preventing
active processing.

e Deletion: Executes cryptographic erasure of project keys, purges provider-hosted files,
rebuilds shared indexes, expires caches, and writes a final decommissioning verification
record.' Project deletion explicitly distinguishes between purging operational data and
preserving required de-identified aggregate metrics.

Policy-as-Code and Operator Experience

Governance rules are authored as human-readable declarations that compile into deterministic
routing, retention, and deletion policies. The operator console abstracts technical complexity,
translating a "Class 3" designation into actionable, plain-language implications: "This data
contains highly sensitive information. It may only be processed by approved EU-regional
providers, must not enter general telemetry, and requires cryptographic erasure." Strict policy
versioning ensures that every automated decision is traceable to the exact governance rule
active at the time of execution, facilitating historical compliance verification.

Reference Architecture

Code snippet
graph TD
subgraph Control Plane
PR --> PE[Policy Engine]

DC --> PE

PReg --> PE

RS -->DO
end

subgraph Execution Plane

RAR

AE[Agent Fleet]

PE -.-> RAR

AE --> RAR

RAR --> MP1[Eligible EU Provider]

RAR -.x MP2[Ineligible Provider]
end

subgraph Storage & Memory
MS
VS



OS

KMS

DO --> MS

DO --> KMS

DO --> VS
end

subgraph Privacy Operations

DSR --> DO
LH-.->DO
end

Provider Eligibility Sequence

Code snippet

sequenceDiagram
participant Agent
participant Router
participant PolicyEngine
participant Provider
Agent->>Router: Task(Class: Restricted, Region: EU)
Router->>PolicyEngine: Evaluate Eligible Providers
PolicyEngine-->>Router: Allow: Provider-A(EU, No-Train)
Router->>Provider: Execute Task
Provider-->>Router: Result
Router-->>Agent: Task Complete

Schemas and Contracts

Data Classification Schema

JSON

{
"asset_id": "doc-8492",
"project_id": "project-alpha”,
"classification": {



"level"; "Class 3 - Restricted",
"personal_data": true,
"special_category": false,
"residency requirement"; "EEA"

3

"Iineage hash": "a?f8b7e2d4..."

"purpose_id": "purp-customer- support

}

Provider Data-Handling Profile

JSON

{

"provider_id": "provider-beta",

"service_type": "high-dimensional embedding model",
"eligible_classes": ["Class 0", "Class 1", "Class 2"],

"training_retention":

zero-retention”,

"subprocessors": ["infra-provider-gamma'],
"regions": ["eu-central-1"],
"contract_version": "v2.1",

"deletion_capability": "api-synchronous"

Governance Invariants

The architecture relies on non-negotiable systemic invariants:

1.
2.
3.

7.

Total Lineage: Every persistent memory record must trace back to a verifiable source.
Strict Routing: Restricted data cannot physically route to an ineligible provider or region.
Secret Exclusion: Credentials and authentication tokens must never enter model
prompts.

No Ghost Data: Deleted records cannot reappear upon backup restoration; suppression
ledgers or cryptographic erasure are mandatory.

Policy Drift Suspension: Provider contract changes automatically suspend eligibility for
sensitive classes pending privacy review.

Cryptographic Obliteration: Project deletion requires the destruction of the master
project encryption key.

Audit Integrity: Audit access is itself audited, and logs strictly minimize personal content.

Conformance and Adversarial Tests



Adversarial
Scenario

Agent lowers data
classification to
use a cheaper
provider.

Confidential
source code in
general telemetry.

Prompt with
personal data
retained
indefinitely.

Deleted customer
record remains in
vector index.

Deleted record
reappears
post-backup
restore.

Provider changes
training policy
without review.

Prevention
Mechanism

Agents lack IAM
permissions to
mutate
classification
schemas. Policy
engine enforces
read-only tags.

Entropy and
fingerprint
scanning block
payload at the
logging agent.

Default transient
retention policy
drops prompt
payload
post-execution.

Source deletion
triggers
metadata-linked
vector ID purge.’

Restore-time
suppression ledger
intercepts data
flow.'

Automated
web-hooks and
policy tracking
monitor provider
terms.

Detection
Mechanism

Audit logs detect
authorization denial
on mutation
attempts.

Central log scanner
detects unredacted
code patterns.

Retention scheduler
scans for orphaned
payloads.

Integrity checks
verify vector
absence against
source database.

Hash-matching
detects resurrected
data.

Drift detection
triggers.

Containment /
Remediation

Task fails closed.
Alert routed to
Privacy Owner.

Log pipeline
truncates payload;
cryptographic
erasure of specific
log segment.

Automated purge
after 24 hours.

Re-issue API
deletion to vector
store; rebuild index
if necessary.

Re-apply
tombstone;
immediate hard
deletion of
resurrected record.

Suspend provider
for Class 2+.
Fallback to
secondary provider.



EU-restricted data
routed to non-EU
failover.

Data-subject
request misses
project memory.

Audit logs contain
full credentials.

Project archived
but fully
accessible.

Router
configuration
statically denies
cross-region egress
for Class 3.

Global DSR service
queries across all
memory
namespaces using
pseudonymous IDs.

Secret brokers
issue short-lived,
externalized tokens;
logs capture only
token IDs.

Archival state
machine revokes
active IAM roles
and freezes data
stores.

Network flow logs
detect egress
attempts.

Routine sampling of
memory against
DSR tombstones.

DLP scanning on
audit storage.

Access logs
monitor
cold-storage
access anomalies.

Metrics and Service Objectives

Hard failure of
routing request.
Immediate incident
assessment.

Force re-index and
targeted memory
deletion.

Cryptographic key
rotation; log
sanitization.

Terminate rogue
sessions; restore
strict ACLs.

Governance health is quantified through rigorous Service Level Objectives (SLOs):
e Classification Coverage: > 99.9% of data assets possess a deterministic classification

profile.

e Residency Routing Accuracy: 100% of Class 3 data routed strictly within approved
regional boundaries.
e Deletion Latency: Active store deletion < 2 hours; Vector index deletion < 12 hours;
Provider verification < 72 hours.
e DSR Fulfillment Time: Automated extraction < 48 hours (well within the GDPR 1-month

mandate).’

e Provider Review Freshness: All eligible provider DPAs reviewed within the last 180 days.

Cost and Build-Versus-Buy Analysis

Implementing robust governance introduces structural costs, particularly regarding duplicated
EU infrastructure, local models, and sophisticated key management systems. Weak

governance cannot be justified solely through lower infrastructure costs.



e Build: Residency-aware routing, memory provenance tracing, policy-as-code state
machines, and restore-time suppression ledgers. These are highly specific to agentic
workflows and lack mature off-the-shelf equivalents.

e Buy: Hardware Security Modules (HSMs) for zero-knowledge key management,
advanced Data Loss Prevention (DLP) pattern engines, and managed Vector Databases.
Leveraging managed vector databases with built-in metadata filtering significantly
reduces the engineering burden of surgical right-to-erasure implementations.®

Architecture Decision Records

ADR

Multidimensional
Classification

Cryptographic Erasure for
Backups

Transient Prompts

Isolated Memory

Context & Decision

Decision: Implement
classification as a
composite JSON object
(Sensitivity, Residency,
Personal Data) rather than a
scalar color label.

Decision: Mandate
envelope encryption;
deletion destroys the
data-encryption key."

Decision: Raw prompts are
deleted upon task
completion; only
categorical telemetry
remains.

Decision: Project memory is

Rationale &
Consequences

Rationale: A single label
cannot express
"Confidential but
non-personal” vs
"Confidential and EU-only".
Consequence: Increases
router evaluation
complexity.

Rationale: Physically
overwriting distributed
immutable backups is
impossible. Consequence:
Requires flawless key
backup procedures to
prevent accidental
platform-wide data loss.

Rationale: Prompts
aggregate massive context.
Storing them replicates
sensitive data
unnecessarily.
Consequence: Limits
historical debuggability.

Rationale: Prevents



Namespaces cryptographically and generative models from

logically isolated by tenant inadvertently synthesizing
and project ID. and leaking project-alpha
data into project-beta
summaries.
Restore-Time Deletion Decision: Build a Rationale: Satisfies
Suppression suppression ledger that CNIL/ICO requirements for
executes during backup keeping backups intact
restoration.' while ensuring deleted data

remains "beyond use."

Phased Implementation Roadmap

Phase A — Governance Foundations
e Objective: Establish data classification, provider registries, and legal-role mappings.
e Prerequisite: Identify Organization and Privacy Owners.
e Components: Data classification schema, Provider data-handling profiles,
Processing-purpose records.
e Acceptance: Every new project possesses a mandatory data profile and classification
tag.
Phase B — Runtime Enforcement
e Objective: Embed policy deterministic rules into the execution plane.
e Components: Residency-aware provider router, secret blocking middleware,
prompt-retention engine.
e Acceptance: Restricted data mathematically cannot route to unauthorized providers.
Phase C — Memory and Deletion
e Objective: Solve the vector-deletion and right-to-be-forgotten technical challenge.
e Components: Memory provenance tracing, surgical vector deletion, tombstone ledger,
provider deletion APl integration.
e Acceptance: Verified deletion of specific source data from all vector indexes without
requiring full namespace rebuilds.
Phase D — Privacy Operations
e Objective: Operationalize GDPR and Al Act administrative requirements.
e Components: DSAR workflows, DPIA automation, dynamic incident assessment, legal
hold state machines.
e Acceptance: DSARs can be fulfilled automatically within 48 hours.
Phase E — Project Lifecycle
e Objective: Secure decommissioning and scale.
e Components: Project archival state machines, cryptographic key erasure, backup
deletion handling.
e Acceptance: Complete, cryptographically verified destruction of a project utilizing



automated workflows.

Ordered Implementation Backlog

Category

Classification

Inventory & Lineage

Provider Governance

Residency

Prompts & Telemetry

Task Order & Description

1. Define generic multidimensional
classification schema (Class 0-4).

2. Implement mandatory tagging on project
instantiation.

3. Build automated DLP scanning for
classification escalation.

4. Deploy lineage service linking source
documents to memory embeddings.

5. Build dynamic RoPA dashboard querying
active projects.

6. Create Provider Data-Handling Profile
schema.

7. Implement provider drift detection
web-hooks.

8. Build contract-version tracking database.

9. Build residency-aware router for the
execution plane.

10. Configure strict EU-only execution
pools for Class 3 data.

11. Implement 'fail-closed' routing logic for
unavailable regions.

12. Enforce transient prompt retention
(auto-purge post-execution).

13. Implement API headers for



Memory

Deletion

Backups

Data-Subject Rights

provider-side zero-retention.

14. Migrate to structured formats; strip
payloads from logs.

15. Deploy entropy scanners on telemetry
egress.

16. Architect strict namespace isolation in
the memory service.

17. Implement memory admission gates
(classification/provenance checks).

18. Link vector IDs to source document
metadata.’

19. Develop the deletion orchestrator state
machine.

20. Implement tombstone ledger for
deleted records.

21. Build surgical vector deletion API calls.

22. Automate provider API deletion
requests.

23. Configure cryptographic envelope
encryption via KMS.

24. Implement cryptographic erasure
workflows for object storage.

25. Develop restore-time suppression
ledger for offline backups.

26. Centralize DSAR pseudonymous search
across all stores.

27. Automate structured data compilation
and export formats.



Legal Holds & Audit

Incidents

Project Lifecycle

Testing & UX

Final Recommendations

28. Implement Legal Hold object to
intercept retention logic.

29. Secure and minimize immutable audit
logs using Merkle trees.

30. Implement RBAC for audit log access.

31. Develop dynamic incident-disclosure
impact calculator.

32. Automate breach notification workflow
triggers.

33. Build project onboarding gating checks.

34. Automate project archival (freeze) state
machine.

35. Automate complete project deletion
(key destruction) state machine.

36. Write deterministic conformance tests
for isolation and routing.

37. Build plain-language Operator Console
translating policy to action.

Recommended Data-Classification Model

Implement a multidimensional schema comprising Sensitivity (Class 0-4), a Personal Data
boolean, and a Residency Requirement. Derived data strictly inherits the source classification.
Detection relies on metadata context and automated DLP scanning prior to routing, escalating
classification automatically upon sensitive data discovery.

Recommended Provider-Eligibility Policy

Eligibility requires explicit mapping of provider profiles (retention, subprocessors, region) to the
data's classification. Providers must offer mathematical or strict contractual guarantees against
training reuse for Class 1 and above. Provider policy drift automatically suspends eligibility for

Class 2+.



Recommended Residency Policy

For EU-restricted data, storage, compute, vectorization, and support access must remain
entirely within the EEA. Failovers must strictly utilize intra-EU regions. Cross-border transfers
require a TIA and EU-held cryptographic keys.

Recommended Prompt and Response Retention

Prompts are transient and discarded immediately post-task completion. Operational logs
contain hashes and categorical states, never raw payloads. Responses require validation before
temporary task-bound retention or strict admission into memory.

Recommended Telemetry Policy

Purely structured, payload-free logging. Secrets, prompt content, and personal data are strictly
prohibited from central observability pipelines.

Recommended Memory-Governance Model

Strict tenant and project namespace isolation. Admission requires verifiable provenance and
classification checks. Vector deletion must be surgical, tying source document IDs directly to
high-dimensional vector embeddings.’

Recommended Retention Schedule

Task metadata (90 days); Application logs (30 days); Security/Audit logs (1 year); Memory
(bound to active project lifecycle and purpose).

Recommended Deletion Architecture

A distributed orchestration workflow utilizing hard deletion for primary operational stores,
surgical de-indexing for vector stores, and cryptographic erasure (key destruction) for
immutable backups and archives.'®

Recommended Data-Subject Request Process

Centralized API querying across all stateful stores using pseudonymous IDs, outputting
structured formats, and triggering orchestrated, multi-system deletion upon verified erasure
requests.

Recommended Audit Architecture

Append-only, cryptographically signed logs capturing metadata and decision outcomes,
aggressively minimizing sensitive payloads.
Recommended Legal-Hold Policy

Highly scoped, explicitly approved holds that pause deletion workflows for specific projects or
subjects, requiring mandatory 90-day periodic reviews.



Recommended Incident-Disclosure Policy

Dynamic workflows assessing confidentiality, integrity, and availability impacts against
jurisdictional requirements to dictate precise notification timelines.

Recommended Archival and Project-Deletion Policy

Archival freezes access, disables credentials, and retains auditability; deletion executes
cryptographic destruction of the project's root key and purges all provider-hosted assets.

Minimum Safe Baseline

Prior to processing personal or confidential data, the platform must implement project
namespaces, residency-aware routing, zero provider training contracts, transient prompt
retention, and verifiable deletion capabilities. Without these, confidential processing is
unacceptably risky.

Controls that may be deferred

Advanced DLP machine learning, real-time global contract monitoring, and automated model
unlearning algorithms can be deferred until the platform reaches mature, multi-tenant
enterprise scale.

Top Fifteen Governance and Compliance Risks

Rank Risk Scenario Probability Impact Mitigation
Urgency
1 Personal data High Critical Immediate
absorbed into
provider

training sets.

2 EU-restricted High High Immediate
data routed to
US failover
regions.

3 Inability to High High Immediate
surgically
delete vectors
(Right to
Erasure
failure).
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Prompts with
credentials
exposed in
plain-text
telemetry.

Cross-project
memory
leakage via
shared
embedding
spaces.

Provider alters
subprocessor
list without
notification.

Restored
backup
resurrects
previously
deleted
customer data.

DSAR
fulfillment
misses deeply
nested project
memory.

Public web
scraping
violates
legitimate
interest strict
tests.

Project
archived but

High

Medium

High

Medium

Medium

Medium

Low

Critical

High

Medium

High

Medium

Medium

High

Immediate

High

High

High

Medium

Medium

Medium



active APl keys
remain valid.

1 Compliance High Low Low
exceptions
exist
permanently
without review.

12 Audit logs Medium Medium Low
become
shadow stores
of sensitive
data.

13 Ephemeral Low Medium Low
browsers leak
cookies
between
sessions.

14 Model High Medium Low
generates
inferred
personal data
stored as fact.

15 Test Medium High Low
environments
populated with
production
personal data.

Legal, Technical, and Research Gaps

e Model Unlearning vs. Deletion: While surgical vector deletion addresses
Retrieval-Augmented Generation (RAG) compliance ? if internal fine-tuning is adopted,
deterministic unlearning of absorbed personal data remains an unsolved mathematical
and legal gap according to EDPB standards.®

e Restore-Time Suppression Efficacy: Maintaining highly complex suppression ledgers



over multi-year backup lifecycles introduces significant integrity risks if the ledger itself is
corrupted.™

e Anonymization Thresholds: Meeting the EDPB's strict "negligible re-identification risk"
standard for derived agent analytics requires ongoing cryptographic research into
differential privacy applied dynamically at the prompt generation level.®

Sources

This report relies on a rigorous analysis of current EU legislation, EDPB guidance (specifically
Opinion 28/2024), and recognized cryptographic erasure standards. Legal-authority hierarchies
prioritize direct regulatory text (GDPR, Al Act) and supervisory authority guidelines (CNIL, ICO)
over industry best practices.® The assumption register presumes that current cloud providers
offer configurable zero-retention APIs and that hardware-backed key management systems
are available for cryptographic erasure implementation.?’ Unresolved legal questions persist
regarding the exact technical thresholds required to prove Al models are fully
"uncontaminated" following unlawful data ingestion.

Final Synthesis Question

What is the leanest data-governance and privacy architecture that allows a multi-project agent
platform to process useful business data while enforcing classification, provider eligibility, EU
residency, minimal prompt and telemetry retention, project-isolated memory, verifiable
deletion, data-subject rights, defensible audit evidence, incident disclosure, and complete
project archival or removal?

The leanest architecture is a Policy-Driven, Zero-Trust Data Plane combined with
Cryptographic Lifecycle Management. By separating the control plane (which holds policy
rules) from the execution plane (which routes data), the platform eliminates the need for
massive, retroactive auditing architectures. Implementing multi-dimensional classification at
the point of ingestion ensures data is deterministically routed to EU-regional, zero-retention
providers, halting leakage proactively. Defaulting to transient prompt retention and
payload-free structured telemetry minimizes the attack surface and significantly reduces
operational storage costs.

For persistent memory, strict logical namespaces and source-to-vector lineage eliminate
cross-project contamination and enable rapid, surgical data-subject erasure without costly
index rebuilds.” Finally, wrapping project data in envelope encryption allows the platform to
utilize cryptographic erasure—destroying a single key to instantly and verifiably obliterate
active records, immutable backups, and archives.' This synthesis of policy-as-code routing,
data minimization by default, and cryptographic deletion yields a highly defensible, legally
compliant architecture that operates seamlessly without stifling the autonomous capabilities of
the agentic platform.
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