Multi-Region Active-Active Agent
Platforms: Architecting for Regional
Sovereignty, Global State, and
Deterministic Failover

1. Contextual Foundations and Architectural
Assumptions

The transition from localized, single-region agent deployments to a globally distributed,
active-active platform represents a profound shift in distributed systems engineering. The
design of such a platform does not occur in a vacuum; it builds upon a robust foundation of
existing architectural paradigms. Prior research and implementations have firmly established a
baseline that must serve as the incontrovertible starting point for this global expansion.

The existing programme operates upon an internal canonical task architecture, utilizing
formalized handoff protocols, tool-intent verifications, tool-receipt logs, and a rigorous
event-based state machine. Crucially, external Agent-to-Agent (A2A) protocols are strictly
designated as gateway communication layers. These external protocols must be
deterministically translated into the internal canonical task model rather than being permitted
to dictate or become the platform’s authoritative state machine. The architecture enforces a
rigid separation between the control plane and the execution plane, ensuring that the
orchestration of workflows is decoupled from the inherently untrusted execution of stochastic
agent workloads.

Furthermore, the existing infrastructure relies on mature registries for projects, fleets,
providers, environments, and agents. Security is enforced through workload identity,
just-in-time credentials, specialized credential brokers, and tool proxies, with all untrusted
workloads running within hardware-isolated execution environments. Policy-as-code and
deterministic authority enforcement govern all actions, backed by an event-first recovery
model. This model utilizes bitemporal state tracking and immutable ledgers, ensuring safe,
auditable workflow upgrades. Release pipelines demand cryptographically signed release
evidence, Software Bills of Materials (SBOMs), and immutable artifact promotion via
progressive delivery mechanisms. Ultimately, the system recognizes that stochastic models
cannot authorize themselves; thus, human approval remains the current boundary for
production deployments, and human attention constraints—specifically integration and review
capacity—are acknowledged as the primary bottlenecks in the autonomous factory pipeline.
Finally, project isolation, data residency compliance, and privacy-aware provider routing are
heavily enforced at the platform boundary.

These established architectures are not subject to revision. Instead, they serve as the



foundational constraints upon which the multi-region active-active topology must be
constructed.

2. Programme-Wide Architectural Principles

The expansion into a multi-region architecture must strictly adhere to a set of core principles
that govern the interaction between deterministic platform governance and stochastic agent
execution.

2.1 The Uncompromising Authority of Internal State

A fundamental axiom of the platform is that internal state remains absolute and authoritative. A
remote agent’s task status, natural language explanations, claimed completion rates, internal
reputation scores, or ephemeral provider sessions must never directly mutate the authoritative
internal ledger.

To maintain this isolation, all external communications must undergo a rigorous translation
process into strict internal objects. When an external agent communicates with the platform, its
payload is deserialized and mapped to internal representations such as ExternalTaskOffer,
RemoteTaskContract, ExternalAgentldentity, DelegationGrant, ExternalEvidenceReceipt,
RemoteArtifactReference, FederationPolicyDecision, and ExternalCompletionClaim.
Consequently, an external completion claim generated by an agent does not represent a
completed task; rather, it enters the internal platform strictly as evidence awaiting deterministic
validation. Only after the control plane validates this evidence against human-defined policies
does the internal state advance.

2.2 External Agents as Untrusted Service Providers

The current A2A 1.0 family of standards defines Agent Cards, task lifecycles, structured
content formats, streaming protocols, and asynchronous notification patterns. While it
leverages standard transport-layer authentication and server-side authorization, protocol
compliance must never be misconstrued as an attestation of trustworthiness.

The architecture dictates that protocol compliance is not proof that an agent actually
possesses its advertised competence, nor does it guarantee that the agent handles data
according to its claimed privacy policy. Compliance does not ensure the agent will remain
available, resist prompt-injection attacks', generate authentic cryptographic evidence, respect
financial budgets or execution deadlines, or avoid catastrophic recursive delegation. External
agents remain legally and financially unaccountable stochastic engines. As explicitly warned in
official A2A samples, all remote Agent Cards, incoming messages, generated artifacts, and
status records must be processed defensively as untrusted input.

2.3 Human Governance Over Stochastic Execution

The removal of mandatory human approval for every granular action does not equate to the
removal of human governance. For production deployments, the target authorization model
requires that human-defined policy authorizes a bounded class of deployment. Deterministic
platform controllers subsequently evaluate each stochastic release or agent action against this



rigid policy. While agents possess the capability to propose solutions, iterate on tasks, and
initiate workflows, they are fundamentally barred from authorizing themselves.

Humans explicitly retain absolute authority over the creation and modification of policy. This
includes defining the maximum permissible blast radius for any agent, whitelisting permitted
code repositories and deployment environments, and setting hard financial ceilings.
Furthermore, human governance defines risk classes, dictates mandatory rollback
requirements, initiates emergency stops and revocation protocols, and holds the sole authority
to accept residual risks. This paradigm preserves the ironclad rule that stochastic,
probabilistically driven Large Language Models (LLMs) cannot become the root of production
authority.

2.4 Regional Independence and Cellular Topology

In a global distributed system, regional independence must be prioritized over global coupling.
The architecture mandates that each geographic region or logical cell must continue safe,
uninterrupted local operation even when global orchestration services suffer total impairment.
A global dependency is permissible only where globally consistent authority is mathematically
necessary—such as global identity root distribution or absolute financial quota ceilings. All
other operations must rely on regional ownership, asynchronous event replication, and
deterministic reconciliation loops. The system must tolerate bounded staleness for global reads
and seamlessly transition into read-only degraded modes when global consensus cannot be
achieved, ensuring that the localized execution plane remains highly available.

2.5 Scale Through Ephemeral Execution

The platform must scale to support thousands of concurrent projects without a linear explosion
in permanent infrastructure. The existence of thousands of registered projects must not
necessitate thousands of permanently running agent processes, dedicated Kubernetes
clusters, or isolated database instances.

The architectural target clearly distinguishes between the state of a project and its compute
requirements. The system tracks registered projects, enabled projects, and projects with
currently queued work, but only allocates physical resources to concurrently active workflows,
active agent execution attempts, and active sandboxes. Persistent logical identity and
configuration state are stored inexpensively in high-density multi-tenant databases.
Conversely, heavy compute resources, LLM model sessions, just-in-time credentials, and
execution sandboxes remain strictly ephemeral, pooled, and dynamically provisioned based on
instantaneous demand.

2.6 Measurable Evidence for Autonomous Expansion

Every advancement in agent autonomy or geographic scale tier must be preceded by
measurable, empirical evidence. The architecture prohibits blind expansion. Each new tier
requires a formal update to the threat model, successful execution of deterministic
conformance tests, and survival against adversarial scenarios and failure-injection tests.
Capacity tests, automated recovery drills, and rigorous economic modeling must be



completed. Only upon the demonstration of sustained, fault-tolerant operational evidence can
the platform's boundaries be extended.

3. The Multi-Region Active-Active Challenge:
Simultaneous Authority

The core challenge of establishing a globally distributed agent platform lies in enabling multiple
geographic regions to simultaneously accept projects, schedule agent workloads, and execute
tasks without generating catastrophic split-brain scenarios. The system must prevent
duplicated external side effects, ensure consistent policy approvals, and rigorously enforce
cross-region data-residency violations.

3.1 Divergence from Disaster Recovery

It is critical to distinguish an active-active architecture from traditional disaster recovery (DR).
Existing DR architectures rely on an immutable event ledger and asynchronous replication. In a
DR scenario, a secondary region maintains rebuildable projections and bitemporal corrections;
if the primary fails, a reconciliation loop activates a safe-mode recovery protocol, eventually
elevating the secondary to primary status.

Active-active architectures, however, grapple with the profound complexities of simultaneous
authority. Modern multi-region databases and distributed consensus protocols demonstrate
that true active-active execution requires explicit, mathematically sound decisions regarding
which region owns a specific task, where transactional writes are permitted to occur, how
workflows safely migrate across boundaries, and how execution leases are fenced. It also
dictates stringent rules for data replication, the maintenance of global quotas under partition,
and the deterministic reconciliation of conflicting regional actions.

3.2 Evaluating Regional Topologies

A comprehensive comparison of distributed topologies is required to determine the optimal
structure for the agent platform.

Topology Model

Active-Passive Control
Plane

Warm-Standby Region

Architectural
Characteristics

Single global writer,
asynchronous replication to
a warm standby.

Infrastructure is
provisioned but inactive
until manual or DNS-driven

Viability for Agent
Platform

Rejected. High WAN latency
for global agents; total
failure during control plane
partitions.

Rejected. Wastes massive
compute resources; RTO
(Recovery Time Objective)



Active-Active API
(Single-Writer Workflow)

Globally Replicated
Consensus

Independent Sovereign
Regions (Federated)

Target: Active-Active
Regional Cells

failover.

Global APl accepts
requests anywhere, but a
specific workflow is pinned
to a single global database
master.

Distributed consensus
protocols (e.g., EPaxos,
WPaxos) allow multi-leader
commits across a Wide
Area Network (WAN).

Entirely disconnected
deployments
communicating only via
asynchronous federation.

Global governance for
discovery and policy.
Explicit home-region
ownership for projects.
Immutable cross-region
asynchronous replication.

is too high for continuous
agent loops.

Insufficient. Creates a
massive database
bottleneck and exposes
workflows to cross-region
database latency?.

Rejected for primary
execution. While WPaxos
dynamically partitions
object-space and uses
flexible quorums to reduce
latency (achieving up to 18x
faster commits than
EPaxos)?®, global consensus
for every micro-task is
economically and
computationally prohibitive
at scale.

Sub-optimal. Fails to
provide a unified
organizational view, global
budget enforcement, or
seamless project migration.

Preferred. Eliminates
uncontrolled multi-master
workflow mutations while
localizing execution latency
to the cell®.

The target architecture utilizes Global governance and discovery paired with regional project
ownership. Execution is strictly cell-local, relying on immutable cross-region event replication
and explicit, cryptographic ownership transfer to prevent uncoordinated multi-master

workflow mutation.

3.3 State Classification by Consistency Requirement

Applying a universal strong consistency model across a global network violates the CAP



theorem and results in unacceptable latency. Therefore, the architecture categorizes state

domains by their explicit consistency tolerances.

State Type

Approval and Authority

Task Ownership & Fencing

Workflow History

Audit Events

Project Configuration

Provider Pricing

Global Dashboards

Emergency Kill State

Consistency Requirement &
Implementation Strategy

Strongly consistent or home-region
authoritative. Requires distributed locks or
linearizable transactions (e.g.,
CockroachDB serializable isolation)®.

Strongly consistent within the ownership
domain. Validated at the resource level via
monotonic fencing tokens®.

Ordered authoritative stream.
Append-only within the home cell,
replicated asynchronously with causal
ordering guaranteed by Hybrid Logical
Clocks (HLCs)™.

Asynchronously replicated. Eventual
consistency is acceptable; requires
exactly-once delivery semantics via
transactional outboxes'.

Versioned and convergent. Configuration
changes replicate globally but execute
locally based on the highest cryptographic
version seal.

Eventually consistent. Pricing updates
propagate with effective timestamps to
allow cells to calculate budgets locally™.

Stale-tolerant projection. Derived from
asynchronous event streams; heavily
optimized for fast, eventually consistent
reads.

Strong, independently propagated. Must



bypass standard queues, utilizing
out-of-band propagation (e.g., AWS SNS
cross-region delivery) to halt execution
globally™.

3.4 Project Placement and Data Residency Constraints

The platform must navigate stringent legal requirements regarding data sovereignty,
particularly the European Union's General Data Protection Regulation (GDPR). GDPR Article 44
prohibits the transfer of personal data outside the EU/EEA unless the recipient country is
deemed to have adequate data protection, or appropriate safeguards (such as Standard
Contractual Clauses with Transfer Impact Assessments) are enforced®.

To enforce this, the architecture defines a ProjectPlacementPolicy schema. This schema
explicitly defines the project's home region, a whitelist of permitted execution and failover
regions, the strict data-residency zone, control-plane ownership, memory location constraints,
artifact replication boundaries, provider eligibility, failover modes, and maximum accepted
staleness.

In the event of a regional outage, the platform is strictly mandated to fail closed if no compliant
region is available'™. A project containing restricted EU data must never silently fail over to a
non-EEA region, as mere remote access or cross-border cloud storage constitutes an
unauthorized international data transfer under GDPR, exposing the organization to
catastrophic regulatory fines (e.g., up to 4% of global turnover)'™. Residency constraints are
evaluated deterministically at the task-admission boundary.

3.5 Regional Cell Encapsulation

The fundamental building block of the execution plane is the regional cell. A cell operates as an
independently survivable unit that isolates failures and prevents cascading global outages.
Each cell encompasses a highly specialized suite of components. It relies on a local
task-admission partition to ingest and validate incoming workloads against the
ProjectPlacementPolicy. A dedicated cellular scheduler distributes tasks to localized workflow
workers and an ephemeral execution-worker pool. The cell maintains its own model gateways
and tool gateways to intermediate external API calls, ensuring that rate limits and circuit
breakers are enforced locally. Furthermore, each cell operates a regional event-ingestion
service, a localized projection of project state, an independent caching layer, and an
observability collector that buffers telemetry during network partitions. Crucially, each cell
includes an emergency containment control system capable of severing all external agent
communication instantly.

To guarantee survivability, cells possess bounded project membership and a mathematically
calculated maximum blast radius. They maintain independent capacity reserves and rely on
local circuit breakers to shed load during provider outages. Routine execution within one cell
holds absolutely no synchronous dependence on the availability of any other cell on the global
network.



3.6 Global Services and Degraded Operation

While execution is localized, certain coordination mechanisms inherently require global context.
The architecture defines a strict subset of services that operate globally: the organization and
project directory, the cell-placement directory, the global policy catalogue, publisher trust
roots, the overarching schema registry, global budget allocation, cross-region audit indexes,
federation registries, and global emergency authority mechanisms.

Because global consensus incurs significant latency and vulnerability to WAN partitions, every
global service is engineered to support degraded regional operation. If a regional cell loses
connectivity to the global policy catalogue, it must not halt execution. Instead, the cell's
admission controller falls back to the most recently verified, cryptographically signed policy
cache, rejecting any tasks that require un-cached or dynamically evaluated global permissions
until connectivity is restored.

4. Defeating Split-Brain: Fencing, Leases, and
Idempotency

The most severe risk in an active-active distributed system is the duplication of external side
effects. If a region goes offline, a standby region may take over a workflow. However, if the
primary region was merely experiencing a transient network partition or a severe garbage
collection (GC) pause, it may eventually resume operation. Without rigorous mathematical
controls, both regions will simultaneously believe they hold authority, resulting in a split-brain
scenario where an agent executes a financial transaction or sends a critical email twice.

4.1 The Insufficiency of Simple Leases

Standard distributed locks, even those utilizing expirations (leases), are insufficient to
guarantee correctness. The Redlock algorithm, implemented over Redis, attempts to provide
fault-tolerant distributed locking by requiring a quorum of nodes to grant a lease?’. However, as
thoroughly demonstrated by distributed systems researchers like Martin Kleppmann, a
time-bound lease only protects the lock service from deadlocks; it provides zero protection to
the target resource if the client holding the lease experiences a pause”’.

Consider a worker agent in Region A that acquires a 10-second lease to process a payment.
Two seconds into execution, the worker's runtime environment initiates a 12-second
stop-the-world GC pause. The lock service observes the lease expire and legitimately grants a
new lease for the same task to a worker in Region B. Region B successfully processes the
payment. Subsequently, Region A finishes its GC pause. Because it believes its initial lease is still
valid (having been suspended in time), it also transmits the payment request. The result is a
corrupted state and a duplicated financial charge”’.

4.2 Resource-Level Enforcement via Monotonic Fencing Tokens

To achieve absolute safety and prevent cross-region approval replay, the architecture
mandates a three-party protocol utilizing monotonic fencing tokens.



Under this protocol, the lock service does not merely grant a binary lease; it issues a
monotonically increasing integer (the fencing token) generated by a consensus-backed
consistent core (e.g., etcd, ZooKeeper, or CockroachDB transaction records) every time a lease
is granted®.

The worker must append this fencing token to every mutation request sent to the storage layer
or tool gateway. The critical shift in this architecture is that the target resource takes an active
role in enforcing mutual exclusion. The resource tracks the highest token it has ever observed
for a given entity. If a write request arrives bearing a token lower than the highest recorded
token, the resource deterministically rejects the operation®.

Returning to the previous scenario: Region A acquires the lease and receives Token 33. Region
A pauses. Region B acquires the lease and receives Token 34. Region B successfully executes
the write, and the resource records Token 34 as the high-water mark. When Region A wakes up
and attempts to write using Token 33, the resource rejects the write because 33 is strictly less
than 34. The stale worker is fenced out, and the dual-execution incident is neutralized’.



Preventing Split-Brain Execution via Monotonic Fencing
Tokens
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A distributed lease protects the lock service from deadlocks, but only a fencing token validated at the resource layer

can protect the system from delayed, split-brain writes caused by garbage collection pauses or network partitions.

Data sources: Martin Kleppmann, AppScale Blog, LevelUp

4.3 Idempotency and External Side Effects

While fencing tokens protect the internal state machine, agents frequently interact with
external, third-party APIs that do not support custom token validation. To ensure these external
side effects are not duplicated, the architecture heavily leverages engineered idempotency?®.
An idempotency key, typically a UUID scoped to the specific client and operation intent,
guarantees that executing an operation multiple times yields the same intended effect as
executing it once?. However, generating a key is insufficient if the system crashes
mid-operation. The architecture implements the transactional outbox pattern to resolve this.
When an agent initiates a side effect, the platform reserves the idempotency key, executes the
local state update, and writes the outgoing event to an outbox table—all within a single, atomic
database transaction'. A background poller then reliably publishes the event to the external
provider. If the system crashes after the API call but before recording the response, the unique



constraint on the idempotency key in the database ensures that a retried request will recover
the state rather than initiating a duplicate charge'.

5. Event Replication, State Causal Ordering, and
Concurrency

To support active-active failovers, workflow history cannot exist in isolation. However,
synchronous dual-writes—where a worker attempts to write to both Region A and Region B
simultaneously—are banned due to their catastrophic impact on latency and their vulnerability
to distributed deadlocks®.

5.1 Multi-Cluster Replication and Conflict Resolution

The platform utilizes an asynchronous multi-cluster replication architecture, akin to the
underlying engine of Temporal. Workflows are processed in an active cluster, and their
execution histories are asynchronously replicated to passive standby clusters to facilitate state
reconstruction®.

Because replication is asynchronous, cross-cluster data is not strongly consistent in real-time.
To ensure eventual consistency during a regional failover, the system relies on Namespace
Versions. Every workflow history entry generated within a namespace is stamped with a version
integer specific to that cluster?. All participating clusters are pre-configured with a unique
initial version and a shared version increment (e.g., Cluster A starts at 1, Cluster B starts at 2,
incrementing by 10)%.

If a network partition causes a split-brain scenario where both clusters temporarily accept
writes for the same workflow, a data conflict occurs upon reconnection. The conflict resolution
algorithm compares the divergent execution histories; the history branch carrying the highest
namespace version is deterministically declared the source of truth, and the divergent branch
is safely discarded or logged as a zombie workflow?.

5.2 Workflow Migration and Continue-As-New

For prolonged autonomous operations, workflow event histories can grow excessively large,
degrading performance as workers must constantly replay history to rebuild state upon cache
misses®'.

To safely rehome long-running workflows across regions or to manage excessive event
histories, the platform utilizes a Continue-As-New mechanism. This protocol checkpoints the
workflow's current state, safely terminates the execution in the source region, and instantly
passes the state payload to a fresh workflow execution in the target region. The new execution
retains the original Workflow ID but begins with a clean Event History and a new Run ID,
ensuring seamless migration without violating linearizability®'.

5.3 Hybrid Logical Clocks (HLCs) and Global Serialization

Establishing a causal order of events across regions without a single global database master
requires highly synchronized timekeeping. Relying purely on physical wall-clocks is disastrous



due to NTP synchronization delays and clock drift.

Systems like Google Spanner solve this utilizing TrueTime, which depends on physical GPS
receivers and atomic clocks to provide a strictly bounded uncertainty interval (epsilon)™.
Because the agent platform operates across disparate cloud providers and commodity
hardware, it implements Hybrid Logical Clocks (HLCs).

HLCs combine physical time with a logical counter, providing a mechanism to generate
monotonically increasing timestamps that capture causal relationships across distributed
nodes'. Distributed transactional databases underpinning the platform (such as CockroachDB)
utilize HLCs to enforce Serializable isolation. When a write occurs, the HLC timestamp is
checked against a cache. If the node detects that its physical clock is out of sync with the
cluster majority by a maximum configured offset, the node deliberately crashes itself to
preserve single-key linearizability and prevent write skew anomalies*. This ensures that
cross-region event ledgers remain mathematically provable and consistently ordered.

6. Global Scheduling, Latency Mitigation, and Network
Routing

Attempting to route every granular agent task through a central global scheduler introduces
profound latency bottlenecks dictated by the speed of light. Network physics cannot be
circumvented; while intra-Availability Zone latency sits at roughly 0.44 milliseconds, a
cross-region request from US-East to Europe averages 90-100 milliseconds, and to Asia Pacific
can exceed 250 milliseconds®. A global scheduler enforcing synchronous limits on
high-frequency stochastic loops would throttle the execution plane to a halt.

6.1 Hierarchical Quota Leasing

To enforce organization-wide budgets, provider rate limits, and concurrent sandbox executions
without synchronous chokepoints, the platform employs a hierarchical token-bucket
scheduling model™'.
1. A global budget allocation service holds the master organizational limits.
2. The global service asynchronously leases blocks of quota (tokens) to the individual
regional cells based on historical utilization and routing policies.
3. Theregional cell's local scheduler consumes tokens from its localized bucket for every
task admission and model invocation, achieving microsecond latency.
4. Periodic background reconciliation loops sync the consumed metrics back to the global
service.
If a cell exhausts its leased quota, it must pause admissions and asynchronously request a
token replenishment from the global plane. If the global plane is unreachable due to a partition,
the cell continues operating strictly up to the limit of its current lease, preventing budget
overruns while maintaining safe local liveness.



Network Physics vs. Execution Autonomy: Justifying
Regional Quota Leases

AWS Inter-Region Network Latency (RTT)
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Hierarchical Token Bucket: Regional Quota Leases
B Assigned Regional Lease Unassigned Global Buffer

US East Cell Assigned Regional Lease Unassigned Global Buffer

EU Central Cell Assigned Regional Lease Unassigned Global Buffer

AP Northeast Cell Assigned Regional Lease Unassigned Global Buffer

Because inter-region round-trip times (top) introduce unacceptable delays for stochastic agent loops, the platform
avoids synchronous global coordination. Instead, global budgets are periodically leased to regional token buckets

(bottom), allowing cells to schedule work locally at high speed.

Data sources: Bits and Cloud, Cloudping, arXiv (Token Bucket Routing)

6.2 Intelligent Anycast Routing and Health Checks

Relying on traditional DNS updates for failover is severely flawed due to variable client-side TTL



caching, resulting in prolonged downtime during regional shifts. To ensure deterministic,
sub-second regional failover, the platform ingress utilizes technologies analogous to AWS

Global Accelerator®.

Global Accelerator provisions static Anycast IP addresses, onboarding traffic at the edge
location geographically closest to the originating agent or client, and routing it over an
optimized private backbone to lower first-byte latency and jitter*?. Crucially, the accelerator
performs continuous TCP/HTTP health checks against the regional endpoints. If a regional cell's
ingress controller fails a health check threshold (e.g., consecutive failures over a 10-second
interval), the accelerator instantaneously removes the endpoint and shifts all incoming global
traffic to the next optimal healthy region**. This mechanism decouples external endpoint
resolution from internal database health, ensuring that a dying region stops accepting tasks

before it corrupts state.

7. Multi-Region Identity Federation and Workload

Secrets

Global identity management for ephemeral execution sandboxes presents a unique challenge:
centralizing identity creation creates a massive single point of failure, while entirely disjointed
regional identities prevent agents from verifying cross-region claims. The architecture
leverages the SPIFFE (Secure Production Identity Framework for Everyone) standard and its
reference implementation, SPIRE, to solve this”.

7.1 SPIRE Architectures: Nested vs. Federated

To establish cryptographic workload identity that transcends geographic boundaries without
sharing private keys, the platform relies on two distinct SPIRE deployment topologies:

SPIRE Topology

Nested SPIRE

SPIRE Federation

Mechanism

Downstream (regional)
SPIRE servers are "chained"
to an upstream (global)
server. The regional server
authenticates via the
Workload API to obtain an
intermediate Certificate
Authority (CA)¥.

Distinct Trust Domains (e.g.,
spiffe://feu.platform.local
and
spiffe://fus.platform.local)

Architectural Use Case

Ideal for a single
organizational boundary
spanning multiple regions. If
the global server crashes,
regional servers continue
issuing SVIDs using their
valid intermediate CAs,
providing high resilience®.

Necessary when integrating
untrusted external agent
fleets or third-party
providers. Allows Region A



securely expose federation to cryptographically verify
endpoints to exchange an agent's identity minted
SPIFFE bundles containing by Provider B without
public key material®. sharing root secrets®.

7.2 Zero-Trust Credential Brokerage

When an ephemeral worker spins up in a regional sandbox, a local SPIRE agent performs
workload attestation (verifying the Kubernetes Service Account or Cloud Instance ID) and
dynamically injects a short-lived x.509 SPIFFE Verifiable Identity Document (SVID) directly into
the worker's memory®'.

This identity is inherently tied to the worker's regional trust domain. If an attacker compromises
a specific regional credential broker, the blast radius is mathematically contained to that
specific cell's trust domain. The attacker cannot forge identities for other regions because the
private keys for those intermediate CAs are physically isolated*®. When the worker interacts
with internal databases or external tool proxies, it presents its SVID, enabling mutual TLS (mTLS)
authentication and fine-grained, policy-as-code authorization without ever relying on static
passwords or long-lived API tokens®.

8. Multi-Region Observability and Causal Tracing

A distributed active-active system is operationally blind without a cohesive observability
strategy. Reconstructing the causal sequence of an agent's actions across asynchronous
regional partitions requires structured telemetry.

The platform implements OpenTelemetry messaging semantic conventions to achieve
distributed context propagation®. When a workflow initiates, the system generates a globally
unique Trace ID. As messages move through Kafka topics or cross regional HTTP boundaries,
the context (Trace ID and Span ID) is serialized and injected into the message payload via W3C
standard traceparent and tracestate headers®*.

When a consumer worker in a failover region finally processes the queued message—even
hours after the original region failed—it extracts the traceparent header. This allows the
telemetry backend to link the new CONSUMER span directly to the original PRODUCER span®’.
Consequently, operators can visualize the exact bitemporal flow of an external completion
claim, identifying precisely where latency spiked or where a task ownership handoff occurred
across the global topology.

9. Failure Experiments, Chaos Engineering, and SLOs

Architectural theory must be relentlessly validated against adversarial reality. The platform's
expansion follows strict, measurable evidence generated through continuous Chaos
Engineering.

9.1 Validating Resilience with LitmusChaos



Using frameworks like LitmusChaos, operators programmatically inject turbulence into the
Kubernetes clusters hosting the regional cells®. Chaos experiments are defined declaratively
via Custom Resource Definitions (CRDs) and executed by a Chaos Operator®.

Crucial fault-injection scenarios include:

e Targeted Network Partitions (pod-network-latency): Traffic control (tc) rules via the
pumba library are utilized to inject severe egress delays (e.g., 60,000ms latency)
between the regional cell and the global directory®'. This experiment proves whether the
cell correctly falls back to its policy cache and maintains localized execution throughput
without catastrophic thread starvation.

e Infrastructure Hogging: Utilizing tools like stress-ng to simulate CPU/Memory
exhaustion, ensuring that regional schedulers correctly evict lower-priority stochastic
agent tasks in favor of core control-plane components®,

e Failover Simulation: Completely severing ingress routing to force Global Accelerator to
route traffic to the secondary region. This verifies that fencing tokens correctly reject
stale writes from the partitioned primary region once connectivity is restored.

9.2 Measuring Success: SLls, SLOs, and Error Budgets

The platform's reliability is governed by strict Service Level Objectives (SLOs). A Service Level
Indicator (SLI) measures real-time performance (e.g., the percentage of successfully fenced
cross-region handoffs), while the SLO defines the target threshold®*.

For standard task execution, a 99.9% ("three nines") availability SLA allows for a maximum of 43
minutes and 12 seconds of downtime per 30-day month, or 8 hours and 45 minutes annually®*.
However, for the critical global directory and regional policy controllers, the target is 99.99%
("four nines"), which permits a mere 52 minutes and 34 seconds of downtime per year
(approximately 4.38 minutes per month)®.

This allowed downtime is quantified as an "error budget." When chaos experiments or genuine
outages burn through the error budget, automated deployment gates halt new feature
releases. At the four-nines threshold, human intervention during an outage is a mathematical
impossibility; the detection, traffic rerouting, and workflow continuation processes must
execute entirely autonomously®®,

10. Deliverables, Exit Criteria, and Conclusion

The establishment of a multi-region active-active agent platform necessitates abandoning

legacy disaster recovery paradigms in favor of deterministic simultaneous authority. By

organizing into sovereign regional cells, implementing hierarchical quota leasing, and enforcing

state boundaries through monotonic fencing and idempotency, the platform achieves extreme

resilience without compromising the absolute authority of its internal state.

The success of this architectural expansion is bound by the fulfillment of specific exit criteria:

e Split-Brain Elimination: The loss of one region or a prolonged garbage collection pause

cannot cause two valid task owners; monotonic fencing tokens enforced at the data
store level mathematically preclude this.



Idempotent External Action: Completed external side effects cannot be repeated after
a failover, guaranteed by the atomic transactional outbox pattern.

Sovereign Compliance: Project residency constraints remain rigidly enforced during
outages; a failure of compliant zones results in a "fail closed" state, ensuring GDPR
adherence.

Degraded Autonomy: Regional cells continue safe, localized workflow execution during
global-service impairment by relying on cached, cryptographically signed policies.
Empirical Verification: Failover, failback, and containment protocols can be repeatedly
demonstrated under automated fault injection via chaos engineering frameworks.

By treating stochastic agents as untrusted entities and wrapping their execution in these
uncompromising, cryptographically verifiable architectural boundaries, the platform ensures
that unprecedented scale and autonomy remain permanently tethered to human governance
and deterministic safety.
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